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Abstract

Evaluation is a crucial issue for the improvement of the educational procedure. On the
other hand open and distance education mainly relies on web technologies and
resources. In the past protocols for secure electronic voting have been used for the
functioning of e-evaluation as the security requirements are similar. Techniques that
originate from the field of public key cryptography have been employed. In this
contribution, e-voting protocols that do not require a Central Tabulating Facility are
proposed for the implementation of electronic group self - evaluation in open and
distance learning.

Mepiinyn

H o&oidynon omoteiel Poacikny mpodmodbeon yia v olokAnpwon kdbe popeng
EKTOOEVTIKNG  Odikacioc. Xty avowkt Kot & amootdoems ekmaidgevon
YPNOWOTOEITOL EVPEMG M TEYVOAOYIDL TANPOPOPIKNG KOl TNAETIKOWOVIDOV KoL
yevikotepa To OladikTvo (wWeb). Zta mhaictia avtd, £xovv mpotabel Teyvikég yio on line
Exmodevtikny A&oddynon pe v Pondeia pebddmv NAEKTPOVIKAG YNeopopiag Tov
pe 1N o€pd tovg otnpilovion 6TV KpvIToYpaPion dNUOciov KAEW0V. XNV Tapodoa
gpyacia TPOTeEiVOLUE YPNOT TPMOTOKOAA®MY NAEKTPOVIKNG YNeopopiag ympic KdAmn
LE GTOYO TNV OEVEPYELD OLLOOTKAOV ALTOAEIOAOYNGEMY YWPIG ETOTTEVOVGA OPYY].

Key-words: open distance learning, poll free e-voting protocol, e-evaluation, public
key cryptography, self-evaluation, self-adjudicating protocol.

1. A&woiéynon oty Exnaidsvon
H amotiunon m¢ anddoong tov eKTOOEVTIKOL £pYov amoteAel TV Exmaidevtiky
A&ioioynon. H avéAloon 1oV anoTteAEGUATOV TG OATOTIUNGoNG €lval amoapaitn) yio
K60 exmodevTikn povddo omotoconmote Pabuidag oty cvyypovn exmaidgvon. O
aKOOMUOTKOS OAGKOAOG, TO HAnua 1| 1 BepaTiky evOTNTa, TO TUAKA 1 1| GYXOAN, TO
opopa a&roroyovvtar Ko kpivovtat. To 1010 1oydeL Yo Ta TPOYPELLATO GTTOVODV, TO
ovyyplupaTe, To EKTUOEVTIKO VAKO €V YEVEL (EKTAOEVTIKO AOYIGHIKO, TOAVUEGTKO
VAIKO, Video — tawvieg, S180KTIKEG oNUEIDOELS), TIG PipAlobnkec Tov 13pduatog, TV
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1GTOGEADN TNG EKTAOEVTIKNG HOVADOS, TIG SIKTLOKEG VITOOOUEG KOl TOV NAEKTPOVIKO
eEomMopnd tov 10pLUATOC, KA. Xopig apueiporio avtikeipevo ™ Exmoidentikng
A&oAoynong eivat ot SIOKNTIKEG VN PEGIES.
Ytv (Laskari end al 2005-1) mpoteivetar 1 ypNon TEYVIKOV TMAEKTPOVIKNG
ynooopiag (e-voting) yia v Exmoudevtiky AE0AGYNON He MAEKTPOVIKO TPOTO,
onAadn péom oSwdwiktvov (Internet). Avtd 816tt o1 exhoyéc poldlovv pe TV
a&lordynon. Ot a&loAoynTég (m.y. eortnTég) CLUTANPOVOLY Ta derTio fabpoloydvTog
tou¢ afloAoyovpevoug (my. KaOnyntéc, HoOUATA), OTOVIOVINS OF EPMTINCELS
TOAOTADV ETAOYDV 1| YPAPOVTOG GYOAA Kot To OEATIOL VTOBAAAOVTAL TNV VIINPEGIQ
a&loAOYNoNG TOL WPVUOTOS UE avovuuio, OTmg onAadn ot yneot otnv KaAmn. H
vmpecia afloddynong ta emefepydaletar kot €€Ayel CLUUTMEPACUATO YL TOVG
KaBnyntég, Ta ocvyypdupota, to podniupate, kKA. Ot amoitioslg g a&loAdynong
etvau:
. H xatdBeon amoyng 1 1 erthoyn droyng va givoat PuoTiky.
. Ta dtopa mov Ba exepdlovv N Oa emAéyovv dmoyn va givor pdévo dca
OLBETOVV GYETIKT O1KOOO0GIN Y10l AVTO TO GKOTO.
. Kabe a&oroyntig va katabéter v amoyn Tov Yoo £€vo. GUYKEKPLUEVO
0épa a&loloynong Hovo o eopd yia to id1o Bua.
. Ta anoteAéopata TG Yneoeopiog TPENEL VO TAPAUEVOLV HUCTIKE, LEYPLS
OTOV 1 GLVOAIKN dradtkacio AEAGYNONG VO TEPLOTIOTEL.
. O a&loroyntig dev exywpet to dikaimpd Tov yia a&loAdynon o Tpitovg.
AvTég OUmG HOALoVY HE TIC OTTOLTNGELS TOV YNPOPOPLAOV:
. H ynoeog tov kdBe ymeopdpov givor pootik.

. Movo ovtol mov elvar gyyeypappévol GTovG €KAOYIKOVG KATAAOGYOLG
UTOPOVV Vo YNeicovv.

. Koavévag oev pmopel va ynoiocet mtopamdve and pio gopd.

o To exhoywkd amotélecpa elvar Gyvooto mpv amd v ANEN 1Ng

dwdkaciog g yneogopiog.

. Kabe ynoopdpog éxet v dvvatdtra va eAEyEel v evindtnTa NG
KéAmng. Kdébe ynoopdpog civar oe Béon va amodeiEel v evoeyduevn
TOPATOiNoT TS YNPOL TOL YWPIS Vo XPEWOCTEL Vo ATOKOADYEL TO
nepleyopevd tg. Emiong xdbe ymeoeopog pmopet va amodeifer v
omo10dNmoTE EKAOYIKN Vobeia.

. Agv givor epikto €vag Yyneoeopog vo. EKYWPNCEL TO OIKOIMUN GUUUETOYNS
TOV 0TI YNeopopio 6 TPITOVG.

H Kpvurtoypagpio Anupociov Kiewwv (Public Key Cryptography) pog mapéyet
uebodovg yia niektpovikég exhoyéc (Exhoyéc péom dadiktvov, Web - based). Ot
YNeoeopol Eivar ot YPNOTEG MOV EMKOWVMOVOLV LE TOV KEVIPIKO VTOAOYIGTH TOL
nailel Tov pOAO TNG KAATNC.

Ot 1egvikég MAeKTPOVIKNG wneogopiag €yovv mpotobel Kot yw TV GLAAOYN
dedopévaov (e-gathering) pe avovopio ((Laskari et al. 2004), (Laskari et al. 2005-
I1),(Galanis et al. 2010)). Exttoyydvetor 1 GLALOYH HEYAAOL OYKOV SEBOUEVOV YOPIC
va gival yvootn 1 tpoéhevon toug. Ta dedopéva opyoavavovtar e makéto ( records)
nov moilovy Tov poAo TV YNe®V (OTmg Kot Tov deATiov agtoddynong). Ta maxéta
GLYKEVTPMOVOVTOL YOPIG Vo givarl yvootn M TpoéAevon Kdbe TaKéTov 6TV GLUVEXELN
avotyovtot Kot yivetol eneepyacio Tov TEPEXOUEVOD TOVG.
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2. IIpotewvopevn 10éa
2V NAEKTPOVIKN yneoeopia £xovv Tpotadel TPOTOKOALL Y10, EKAOYEG YWPIC KAATN
(self-adjudicating protocols). Ot yf@ot dtaKvoHVToL AVAUEGO GTOVG YNPOPOPOLS LE
KATAAANAN KpumToypaenuévn Lopen. To ekhoyikd amotélecuo KoToympeitol 6e Eva
(ynowkod) &yypago mov @épel TS (YNOOKES) LIOYPAPEG OA®MV TV YPNOTOV —
YMeoeopmv, eivar dNAadN amodektd amd OAovG. Me dAAo A0yl €xovpe eKAOYEG
YOPIG EPOPELTIKN EMTPOTN TOV TNV AVTIKAOIGTOVV Ot 13101 01 YNPopopot.
¥to (Laskari et al. 2004) mpotcivetar évo KAAGOIKO TPMOTOKOAAO TNAEKTPOVIKMV
eKAOYDV yopig KOATT Yo TV cvAloyn dedouévmv (Data Gathering).
Ed® mpoteivovpe v xpfon TpOToKOAAMV NAEKTPOVIKMOV EKAOY®V YOPIG KAATN Yio
v mAektpovikn afoldynon oty Avowkt) kot EE Amootdocewc Ekmaidgvon
(A.EE.A.E.). Kat’ avtov tov 1pdémo gpappolovue Ti¢ 10éec tov (Laskari et al. 2005-1)
KOl KOTOANYOLUE OTNV aLTO0E0AOYNoT, avTodtopbmon kot avtoPeAitioon otnv
A.EEAE..

3. Xp1on KPLrToypuPIK®OV TPOTOKOAL®Y

Ta mpotéxorra niektpovikng aglohdynong ympic emontedovsa apyr otmpilovrot

010 TPOTOKOAAN NAEKTPOVIKNG Ynpopopiag ywpic kKainr (e-voting scheme without a

Central Tabulating Facility). Ta tekevtaio pmopodv va oyedtacfolv pe v Por el

m¢g Kpvurroypagiog Anpociov Kiewdwod. Evdewctikd meprypdeovpe £€vo t€1010

npwtokorlro (DeMillo, R., Lynch, N., Merritt, M. 1982), (DeMillo, R., Merritt, M.

1983), (Chung J. and al. 1998).

YnoBétovpe 0tL £rovpe N ymeoedpovg — ypfotes, 0 KaBe €vag €xel Eva 1O1OTIKO

Khewdi Dj, éva dnuocto kAewi Ej, j=1,2,...,N. Me Sign; mopiotdvovpe v yneokm

vroypoen (digital signature) tov j yneoeopov. Kabe yneopdpog yvopiler 6la to

omuoca ke, Ei, E, Es, ..., En. MOVO 0166 yvopilet To 101m0Tucd Tov kAewi D;.

1) Kabe yneoedpog emhéyet v yneo tov V Kot EKTEAEL TNV TOPOKAT® dl0dtKooio
(procedure).

a) Emocvvantet pia toyoio cvpporocelpd Ry oty yneo tov V.

b) Awdoyikd «pvmtoypoaesi v yneo tov upali pe v cvuPolocelpd,
YPNOLOTOIDOVTAG T ONUOCIA KAEWLE TV yneoedpwv 1 puéypt N, pue ovtn) v
dtaraén, onovpyovrag £totl 10 En(En-1(En-2(...(E1(V, Ro)))...).

c) Emavolappdaver to Pripa (b) cvpmepirappdavoviog avtr t @opd pio toyoio

ovpPorocelpd og kKdbe enimedo kKpvTOYPAPNOoNC. £’ 0VTO TO oNUEio M apPyIKN
YNPog ExeL TAPEL TNV LOPON:
EN(RN, EN_]_(R N-1, ...(Rz, El(Rl, EN(EN_]_(EN_Z(...(E;[(V, Ro))))))))) OOV
ta Ry, Ry, Rs, ..., Ry elvan toyaieg ocvpporoceipéc. O yneopodpog amodnievet
To. EVOLAUESO OMOTEAECUOTO UETA OO KAOE O1000)IKN) KPLTTOYPAPT O,
TPOKEWEVOD VAL T YPNGLUOTOMGEL 6TV avalTNoT TNG W POL TOL avApeso
OTIG AAAEG YNQOVG.

2) Kabe yneopdpog otédvel To Kpumtoypagnuévo povnue tov otov N yneoedpo.
AvTOG pe TV GEPA TOV OOKPLATOYPAPEL OAQL TOL LVVILOTO LE TO WOOTIKO TOV
KAewil Dy ko agapel v tuyaio cvpPorocelpd avtod Tov emimédov. Metd
avaKaTevEL TNV GEPA TV YNeov Kot toug otédvel otov  (N-1) ymeopopo. H
dwdkacio cvveyiletat Yo OA0VS TOVg YNEoeopovg omd tov N péypt tov 1. 'Etot
TOPAUEVEL LOVO 1| ECOTEPIKT] KPLTTOYPAPNON Kot KABe YN@og £xel ™MV HOPOT:
En(En-1(En-2(...(E1(V, Rp)))...)

3) Xt ovvérelo o N yneoeopog amokpumtoypopel OAEG TIC YNPOVE UE TO OIOTIKO
10V KAEW emPefardvel 6TL 1 YyNeog tov PpiokeTal HEGA G° AVTEC, LVIOYPAPEL OAES
TIC YNPOLVG Kot TS oTéAvel 6Tovg dALovg ymeoeopovs. O (N-1) ymeoeodpog
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emoAnBevet Ko mopapepilel v vwoypoaen Tov N yneoedpov. AlomoTdveL 0TL 1
YNPog ToV PPIicKETOL HEGO GTO GUVOAD TMV YNOMV, VITOYPAPEL TIG Y POLS KoL TIG
OTEAVEL GTOVG VTTOAOITOVG YNPopOpovs. H dradikacio cuveyiletat Yoo 6GA0VS TOvg
ymeoeopovg amd tov N péypt tov 1. H popen tov evoldpuecmv amoteAecudTmv
mov 6TéAveL 0 | yneoedpog etvar Signj+1(E;j...(E1(V, Ro))...).

4) Olot ot yneoeodpot emoAnbedovy TV VIOYPAPH TOL YNEoeopov 1, Kat
BePardvovtar 4Tt 1 YyNeog toug Ppicketarl avapesa 6tovg GAAOVG YNneovg. Olot
napapepiovv Tig TVYaieG CLUPOAOGEIPES KO KOTAUETPOVV TIS YNHPOLG.

4. Yhlomoinon g Avvopikig Avtoaslordynong
H dwdikacio g nAeKTpovikng a&loAdynong ympig ETonTeELOLGA apyn Eival oYETIKA
Ot
Evtomilovton ta avtikeipeva g aflohdynong. Kdébe avtikeipevo cvvdéetar pe
OULAOES AEIOAOYNTMV. ZaV TOPOOETY LT OVOPEPOVLLE:

1) Ot gpevvntég pog oakadnuoikng povadog 6Oéhovv vo  a&oloynbei 1o
EPELVNTIKO TOVG EPYO TPOKELUEVOL VO AvEBAGOVY TO GVOLOL KOL TNV G TOL
Wpvuratog. Anuovpyovvral 600 opddeg aglohdynons. H mpdn amoteieiton
a6 Tovg 10100G Tovg epevvnTéG. H devtepm amd eEmtepicods Kpités.

2) Ot portntég BEAOVV VO EKPPACOVY KPIGEIG KOl GYOALN Y10 KATTO0V KafnynTn 1
Kamolo mpdypappo omovddv M kdmowo uddnua. Avii va  «poaledovv
VIOYPAPESY, OTWG EKAVAV TAALL, OPYOVAOVOLVY pic Opddo 0EI0A0YNTOV.

3) To vmovpyeio appioPfntei 1o d1daktikd Epyo TV pekmv AEIT kdmoiov AEL Ot
KaOnyntég omuovpyovv pie opdda oamd afoloyntég — @ouNnTég Ko
TpoKaAloLV pia a&lohdynon.

4) Kdamowot gottntég omd to Avowktd Iloavemotuio 0élovv va cuykpivouv to
eMinedd TOLG KOl TIC YVAGCEIS TOVG ekeiva amd @outntég dAlmv AEL Mia
avtoo&ordynon Bo tovg Pondnoel 6to va OMOKTAGOLV AVTOYVMOGID KOt
EVOEYOUEVMC OV TOTETOION o).

5) H vanpeoia a&ordoynong npoteivel ota AEIT 1 ota ZEIT va a&oloynbovv.
Avtol pe v oglpd tovg cvykpotohv TV opdda mov Ba tovg kpivel. H
gmomtevovca  opyn upetaBéter v guBiv G dwdkaciag  GTOvG
a&10A0YoVLEVOLG KOl KAOE LOPQT] QVTOPYICHOD EK LEPOVS TNG TEPLTTEVEL.

21 ovvéyeln emiéyovtor To. Kprnplo aSoadynons. Ot Babporoyikés kAipakes, ot
EPMTNOEIS TOAMATADY EMAOYDV, Ol EPMTNCELS TOL EYovV cav amdvinon £vo NAI 1
éva OXI, ta Bépata yia ta omoia o1 a&orloyntég Ba mpémet va ypayouv oot TéLog
ocvvtaccetal To a&lohoynTikd deitio.

Emléyeton éva mpmtékolho niekTpovik®v ekAoydv yopig kdinn (Poll free e-voting
protocol). To yneodértio Tov ev Ady®m mpwtokOAAOL TTpEmel va gival copPatd pe 1O
a&lohoynTikd deltio.

AteEdyeton a&lohdynon. EEdyovion anoteAéopata pe T (Yneuakés) vroypagis OAmV
TV aloAOYNTOV.

To amoteAéopOTO AVAKOIVAOVOVTOL GTNV O10iKNGN TOV 10PVUATOG GTNV OKOOT LOTKY|
kowotmta, cto MME.

5. Teyvikd 0épata acparerag
H npocPaon o10 Atadiktvo 6mmg ko edv mpaypotomombel (ADSL, WLAN, Kwnr
Tniepwvio) ocvvdéel évav vmoloyliot) 1 kdmow GAAn ovokevny (my. PDA,
SmartPhone) pe 1o moykocuio Alodiktvo. XVVET®MS, 11 OVOTEP® GLOKELT]  YiveTOL
avtopoto mposPaoiun amd OAOVE TOLG AAAOVS LTOAOYIOTEG TOL €miong &ivon
daevvoeEVOL 6To v AOY® Aiktvo. H emkowvovia petald 6vo teMkdv onueiov (end
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points) mpaypoatomoleitol HECH SAPOP®Y TEYVOLOYIDV EMKOWVOVING Kol To TOKETO
OGO UEVOV IOV OVTUALAGCOVTOL HETOED TOVG LETOPEPOVTOL OO TOAAATAG EVOLAUESQ
onuelo TNAETKOWOVIOK®OV TaPOY®V, OOV GE OPKETEG MEPMTMCELS JLEOVIOL OF
OLLPOPETIKEG YDPEC UE OLOPOPETIKA HEGO EMKOWVMVIOG (KOAMOH YOAKOD, OMTIKEG
tveg, acvpuatn Kot dopveoptkny ovvdeon). [a to Adyo avtd Ba mpémer mavia va
Aoppavovtar v’ dyn ot kivduvol Tov eALOYEDEL 1 YPOT OTOLOCONTOTE VINPEGING
mpocPacnc oto AdikTvo KOl Vo Toipvoviol To KOTOAANAO HETPO OCQAAELOC.
EminpooHeta, n £yKatdotaot omotovdmote AOYIoUIKoD amd To AlodikTvo EUmTEPIEYEL
coPapovg Kivduvoug ac@aielog dedopévon 0Tt givar duvatov, pall pe 1o Aoylopukd
avTO Vo eyKataoTalel Kol ETTAEOV AOYIGUIKO e 100G, spyware, trojans K.o., T0 0moia
UTTOPOVV VO VTOKAEYOLV 1] VO KATAGTPEYOLV KPS SEGOUEVA OO TOV VTTOAOYLOTY).

6. Avti emidodyov: ITheovektipota g Avvopkiyg Avtoallordoynong -
YouTEPACNOTA.

A&10Aoynon ywpic emomrevovoa. apyi
Ta mpotokola tov e-voting ywopig Central Tabulating Facility xafiotodv tov
Kevipkd opéa meptrtd. Ot alohoyntég €rovv «Okd» Tovg Popéa mov dev elvar
timote GAAo mopd ovtoi ot idtol, aeod avtol Kol pOVOV avTol LTOYPAPOVV TO
amotédeopa ¢ aglohdynong (mov avtiotoryel 610 ekAoywkd amotéleoua). Kot
avtév Tov TPOMO ONUIOVPYEITOL HEYOAVTEPN EUMIGTOGVUVI] KOl Ol  (POLTNTEG
(a&oroyntég) arsBdvovtar mo Gveta Otov ek@palovy T amdyels toug. Avtd dev
onupaivel 0Tt  vapecio AEOAOYNONG TEPITTEVEL. ATAMG TO £PYO TNG GUUTANPAOVETOL
oo TIS L TONELOAOYGELS.

Avroalioloynon

Ot a&oroyodpevol (m.y. kanyntég) pmopovv va tpokarécouvv pia a&loAdynon (1 kot
TEPIOCOTEPES) EMAEYOVTAG OVTOL TOL KPPl LE KOO TNV avTodoplwon kot v
avtoPeitioon. Ze mepinton mov e TPONYOoOUEVES ASIOAOYNGES TPOV YOUNAN
Babuoroyie pmopovv va avoidcovv to aitie g younAng Pabuoroyiog kot va
dtevepynoovy véa a&lohdynon emALYOVTOG KATAAANAQ KPP AGTE Vo 00UV Tl
otaiet. Metd va erovordapovv v alohdynon yuo va Sovv av BeAtiddnkav.

A&ioroynon v alioloynoewv

Eivon dvvatd va yiver 60ykpion avapesa oe 600 1 mepiocotepeg aloroynoels. Mia
a&loAdynon mov mpoypotoromdnke pe Ty néBodo tov e-voting ywpic KGAmn pmopel
va a&loroynBel. Katd tov 1610 1podmo o1 a&loAoyncels pmopodv va cuykptiovv e v
web-based a&loldynon g vanpeciog Tov 1WpveTog (Tov Paciletal 6€ NAEKTPOVIKEG
EKAOYEG HE KAATT), OTwg emiong ko avth 1 aloAdynon propel va a&loroynOei.
Anpovpyeitoan étor €éva «otopkd  apyeio» aflohoyncemv kol 1 Ol0iknom Tov
WPVUATOC aVTAEL epumelpieg Kol EMAEYEL TOATIKEC.

Meyaivtepn aveloptnoio otovs alloAoyntés

Ot 0&10A0YNTEG LTOPOVY VO, LTOOPYUVMVOVTOL GE OHAJES, VO ETAEYOVV TOL KPLTHPLOL,
va emAéyovv to. avtikeipeva aflohdynonc. AiwcBdvovior mo aveEaptnrol va
ekQPALovy e S1KO TOVG TPOTO TIC OMOYELG TOLG YL TO OPVUA KoL TNV TOdTNTA TNG
EKTOIOEVONG TTOV TTAPEYEL.

Meyaivtepog ap1Ouog avtikeluévawy ailoloynons — OVVaTOTHTO EXIAOYNG KPITHPIWV
To ocvvolo TtV avikelévov afloldoynong petafdiietor kot ovéavetor a@od
anopaciletal amd mOAAEG opdoeg ypnotwv. To 1010 1oyvEL Y TO GUVOAO TWV
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kpumpiov yoo to kébe avtikeipevo. Mg v mdpodo tov ypdvov eEdyovion Kamolo
TEMKE ouumePAoUOTO Yo TO OVTIKEIMEVO OEOAOYNONG Kol TO KPLTHPLOL 7OV
avTIoTOLYoVV o€ KaBE avTiKeipevo.

1o xovra otnv A.EC.A.E.

H A.EE.A.E. dev tavtiletan ue v ynoakn eknaidevon (Digital Learning) § v e-
Learning. Eivaw yvooto 6t1 np A.EE.A.E. 1otopikd mponyninke amd to S1odiktuo Kot
TIG EPUPUOYEG TNG TANPOPOPIKNG KO ETIKOIVOVIDV GTNV EKTAIOELOT).

Yto (Laskari et al. 2005-1) &yel avaeepbei 611 1 e-evaluation eivor woAd o Kovtd
omv A.EE.A.E. and 611  Khaoowkn a&loddynon. Avtd pmopet va petapepbet oty
napovca gpyocio: H web-based e-evaluation eivat mo xovtd oto web-based learning
N oto digital learning. Avtifeta 1 e-evaluation ywpic kevipikd Qopéa mpoopépeTal
mo oAl yia v A.EE.ALE..
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